How can | reset my SecSign ID?

(Only possible, if recreation function has already been activated before)

If you need to reset your SecSign ID, perhaps because you cannot remember
your PIN, you can disable and restore your ID. The ID restoration function
must be activated for this purpose (please see our manual ,Activation of the

recreation function").
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Disabling your ID

If the ID restoration function is enabled on your device, you
will now be able to restore your SecSign ID. First, you have

to delete the ID.

To disable the ID, you will need to access the EDIT options
for your ID. On iOS, tap SecSign ID from the main screen at
the bottom and then tap EDIT at the top of the screen. On
Android, tap SecSign ID on the main screen at the bottom
of the app and then tap the pencil icon or tap and hold
your ID to access the editing options. Then tap on DISABLE
SECSIGN ID in the editing options.
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< SecSign ID SecSign ID "smith”

Password + iPhone's fingerprint or passcode

Restoration settings

Devices

Create New Key Pair

New E-Mail Address

Disable SecSign ID
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Return to the screen showing all your ID’s
and select EDIT. In Edit mode please tap on
DISABLED SECSIGN IDs, select the ID and
delete it irrevocably. You can now recreate

the ID.



Restoring your ID

Open the app, and select MORE from the main menu. If you are using the
cloud version of SecSign ID, select RESTORE IDENTITY from the next menu. If
you are a business user connecting to an on-premise enterprise authentication

server, select RESTORE IDENTITY ON OTHER SERVER.
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Enter Short User Name
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Please enter the ID that you want to restore.
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Back Next
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Restore SecSign ID

Enter restoration code

Please enter the restoration code that was
shown in your SecSign ID app during the
activation process of the ID restoration

function.
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E-mail validation code
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You will then be asked for a second restoration

code, called an e-mail validation code.

The required code will be sent automatically
to the email address that you entered during
the activation of the ID restoration function
on your previous device. Once you receive
the second restoration code via email, please
enter the code under “"E-mail validation code”

on your screen.
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< SecSign ID SecSign ID “introtest3”

Description My secure online ID

Private key protection ...

None

PIN

Password

iPhone's fingerprint or passcode v

PIN + iPhone's fingerprint or passcode

Password + iPhone's fingerprint or passcode

Restoration settings

Depending on the configuration of your
smartphone, you are now requested to either
choose a PIN or fingerprint for protecting
your ID. Enter your desired PIN or scan
your fingerprint to configure your access
protection. At any time, you can define a new
type of access protection for your ID in the ID

settings.



eeee0 [nternet LTE 12:14 81 % )

Edit SecSign ID S=

—— )

B  — -
7 4 i y CJ‘\
VT smith KX}
“ My secure online ID | &
SecSign TEST

R = -

Done! You have
successfully reset
your ID.

From now on, you can access your ID with
a new Pin. The same ID can be duplicated
numerous times through this same process.

So you can use it on any number of devices!
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Deactivating the ID:
Edit > Select ID > Disable SecSign ID
ID Overview > Edit > Disabled SecSign IDs > Delete

Done! Your ID is deactivated on your device.

Restoration

More > Restore Identity

Enter the user name of your SecSign ID

Enter the restoration code you wrote down

Enter the restoration code sent to your email address

Define the access protection for your ID (Please note:
If you provide your fingerprint, the Touch ID will be

used automatically as first option on your iPhone)

Done! You have successfully reset your ID. From now
on, you can access your ID with a new PIN. The same
ID can be duplicated numerous times using the same

process. So you can use it on any number of devices!
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