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Back Activate Restoration

Enabling restoration will allow you
to restore your SecSign ID if you
lose this device or password.

Restore your ID (e )
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Learn more about
this feature

What is the restoration feature?
How does it work?
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not activate it without access to your

device.



Activate the Restore Function

You can either activate the Restore Function manually at any time or
automatically when prompted during your sixth login with your ID.

To automatically activate the function simply follow the instructions when
promted “Back up your identiy”during the login.

To manually activate the function go to “Edit” and navigate to “Restore
Function”

With this function you can enable restoration of your ID on a new device in
case you lose your device or it is stolen or in case you need to reset your ID,
for example when you forgot your PIN.

If you have not yet received the notification or you prefer to enable
restoration right away or re-enable restoration after you have disabled it,
you can still activate restoration manually.

Activate the Restore Function

Restore your ID

Restore your ID [on-premise]

Restore your ID [QR code]

Managing Restoration as
on-premise administrator

Deactivating your ID on a device

Duplicating your ID

Duplicating your ID [QR code]



Activate the Restore Function

When you receive the “Back Up Your Identity” notification, tap the SHOW
button and you will be guided through the activation process to enable
restoration for your ID. Please note: If you select “NOT NOW" instead, you
will never receive this notification again.

Once you have tapped the SHOW button to enter the activation process,
if you have enabled access protection for your ID on your device (e.g. with
a PIN or Touch ID fingerprint), you will be asked to enter your PIN or scan
your fingerprint.

The restoration procedure uses two restoration codes to ensure the
strongest possible security. One is provided by the SecSign ID app when
you enable restoration, and a second code is sent to you via email when
you attempt to restore your ID. You will need to enter these codes through
your SecSign ID app to suspend your ID and restore it on another device.

Activate the Restore Function

Restore your ID

Restore your ID [on-premise]

Restore your ID [QR code]

Managing Restoration as
on-premise administrator

Deactivating your ID on a device

Duplicating your ID

Duplicating your ID [QR code]

» Follow the step-by-step illustrated tutorial



1 = You received the notification to activate the restore function

_or_

| T = 57 7 o 1 » Navigate to Edit ID -
2 C Restoration Settings.

Back up your identity

In case you lose this iPhone you will be
able to restore your SecSign ID if you

have its restoration code. Would you ‘
like to see the restoration options now?

@ JohnD i ‘

My secure online ID

1 Disabled SecSign IDs '

Not now Show ‘




2 » Select “Edit” in the upper left corner and select the ID
Bli * it you want to activate the Restore Function for.

JohnD
My secure online |ID

3 s Select “Restoration

i <ecico Settings” and “Continue”.

Restoration Settings

I If the device with the SecSign ID is lost
or stolen, the ID can be reactivated on a
new device. The restoration function
must be activated on the native device
first to use it on the new one,

/4 Continue

IE @ ooe
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Stop - ¢ Getting Information...

Enter a new Email address
for "John.D"

New Email Address

Select email from address book

By providing your email address you will be able
to suspend your SecSign ID and restore it on
another device if your iPhone gets lost.

Please confirm this email address b}/ clicking on

the link in the confirmation email. If you don't
receive an email in 5 minutes, please check the
spelling of your email address and your spam
older.

(2] &

Introduction

Avalid email address is required so that you can verify
any future restoration request.

4 » If no Email address is registered with your
account, you need to enter one now.

| 5 » Copy the Restore Code
| G and store itin a

Restoration activated for secure place.
"John.D", this is your
[ recovery code:

g4zdg8he

Please write this code down and keep it safe.
You will need it to restore your SecSign ID if
you ever lose this device.

1 Copy to Clipboard i
1 Disable J

= &
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Restore your |ID

If the ID restoration function is enabled on your lost or stolen device, you
will now be able to restore your SecSign ID on another device.

Please download the SecSign ID app on your second device and open the
app. The Screen will present you with the options to create a new ID,
Restore an old ID or start QR code pairing. For more information about QR
code pairing please refer to the chapter “Restore your ID [QR code]”.

If you already have other IDs on this phone and you would like to restore a
different one, please select the “+” in the upper right corner. You will then
have the above mentioned menu displayed.

Select “Restore old ID”.

If you are a business user connecting to an on-premise enterprise
authentication server, please navigate to the menu (three dots in the lower
right corner) and select RESTORE IDENTITY ON OTHER SERVER. More
information about restoring an ID for an on-premise setup is available in
the chapter “Restore your ID [on-premise]”.

Activate the Restore Function

Restore your ID

Restore your ID [on-premise]

Restore your ID [QR code]

Managing Restoration as
on-premise administrator

Deactivating your ID on a device
Duplicating your ID
Duplicating your ID [QR code]

» Follow the step-by-step illustrated tutorial



1 » Go to the menu and select “Restore old SecSign ID”
S (if you are using a cloud setup)

Create new SecSign ID
( Restore old SecSign ID )
M ‘ Cancel
( Start QR code pairing ]

Restore a SecSign ID
Step1of4

2 = Type in the ID (user name)
you want to recover

Enter your old ID

Learn more about this feature




Restore a SecSign ID

Step2of4

Restoration code

®

3 » Type in the Restore Code you wrote down
when you activated the Restore Function

| Restore a SecSign ID
Step3of4

E-Mail Restoration Code

®

4 » You'll receive an Email
with a second code to
the address you provided
during activation of the
restore function.

Type in the code here.



Restore a SecSign ID
Step4 of 4

Choose a passcode

5 » Choose a Passcode. You can change the app
protection settings later in settings, for example to TouchID

‘ < Back Generating ID... 6 » The o aUtomatica”\-/

creates a new key pair
and your ID is ready to
use.

/ Creating key pair
Registering SecSign 1D
3 Saving SecSign ID




Restore your ID with an on-premise setup Activate the Restore Function

Restore your ID

| Restore your ID [on-premise]
Restore your ID [QR code]
Managing Restoration as

Please download the SecSign ID app on your new device, open the app, and on-premise administrator
select MORE from the main menu. If you are a business user connecting to Deactivating your ID on a device
an on-premise enterprise authentication server, select RESTORE IDENTITY Duplicating your ID

ON OTHER SERVER. Duplicating your ID [QR code]

You have to enter your server address in order to restore your identity. If you
don’t know your server address, please contact your administrator.

For on-premise setups with a custom ID app you do not have to provide
the server address. If you have a custom ID app you only have to provide
your ID and the restore code you wrote down during the activation of the
restore function. For the individual steps of restoring an ID with a custom
ID app please refer to the previous chapter “Restore your ID".

» Follow the step-by-step illustrated tutorial



1 » Go tothe menu and select “Restore Identity
More on other server”

Rate this App

©& Advanced Options

2 s Enter the server address

History
Remote Logout ‘ UL SECSIgn 2 e fI’OITI \/OUI’ SECSigI‘I ID
Restore lderity 1 Other SecSign ID Server server.
If you don’t know the
Restore ID on other Server >
M | e address please ask your
New Identity on other Serve, SecSign ID Server. administrator

® About

Not set

About SecSign App

O (2] @

SecSign ID Introduction Portal




Restore a SecSign ID
Step1of4

Enter your old ID

Learn more about this feature

3 = Type in the ID (user name) you want to recover.

| Restore a SecSign ID
Step 2 of 4

Restoration code

®

4 » Type in the Restore Code
you wrote down when
you activated the
Restore Function



Restore a SecSign ID

Step3of4

E-Mail Restoration Code

®

5 » You'll receive an Email with a second code to
the address you provided. Type in the code here.

| Restore a SecSign ID
Step 4 of 4

Choose a passcode

6 » Choose a Passcode.
You can change the app
protection settings later
in settings. The app
automatically creates a
new key pair and your ID
is ready to use.



Restore your ID by using the QR code function

Please download the SecSign ID app on your new device and open the
app. If you don’t have any IDs on the app vet, the screen will show the
option “Start QR Code Pairing”.

If you already have an ID active on your device, you can access the menu via
the “+" in the upper right corner,

Please have the QR code ready. You can find the QR code in the SecSign ID
app of your old device. Select “Edit " for the ID you want to restore on the
new phone, and then navigate to “Restoration settings”. You are required
to verify your identity in order to display the restore code. On the screen
with the restore code the option “show QR code” is displayed. Open the
QR code and have it ready to be scanned with your new device.

Activate the Restore Function

Restare your ID

Restore your ID [on-premise]

Restore your ID [QR code]

Managing Restoration as
on-premise administrator

Deactivating your ID on a device

Duplicating your ID

Duplicating your ID [QR code]

» Follow the step-by-step illustrated tutorial



1 » Open the SecSign ID app on your old device, select “Edit” for
Edit M Accounts the ID you want to restore on your new device (Duplicate).

JohnD
My secureonline |ID

B - 2 » Select “Restoration
ccounts it " vy .
- settings” and verify

1 Password y0ur identity

Touch ID or passcode

‘ PIN + Touch ID or passcode

Password + Touch ID or passcode

Secure Enclave
Reuse Touch ID
Restoration settings

Devices

Create New Key Pair

Change Password

New E-Mail Address

Disable SecSign ID
i

Introduction




3 s Select “Show QR code”.

< Back

Restoration activated for "johnD",
this is your recovery code:

| 4 » Have this screen ready
ht7zqg63 bk it for the next steps.

1 Scan this QR code in the SecSign App on
another phone to restore this SecSign ID

Please write this code down and keep it
safe. You will need it to restore your
SecSign ID if you ever lose this device. ‘

Back ShowQRCode Deactivate




Accounts

1 » Open the SecSign ID app on your new phone and either select
“Start QR code pairing” on the startscreen or via the “+"

{ Back Generating ID...

< Back

Scan this QR code
another phone to |

/ Creating key pair
Registering SecSign ID
3 Saving SecSign ID

2 » Point your phone camera
to the QR code to scan it.
The app automatically
starts the Restore
process and creates a
new key pair.
Your ID is ready to
use on the new device.



Managing Restoration as on-premise administrator

For on-premise setups several additional options are available to customize
the restoration experience and adjust security features.

The administrator can deactivate the restore feature for all users, enforce
immediate activation upon creation of the ID, automatic unpairing upon
duplication of the ID and more.

The administrator can also access the restore code of each user and may, if
the user looses the code, send the code to the individual user. Depending on
the security requirements of the setup this may be achieved by mail, Email,
phone or in person.

To access the restore code for an user the administrator has to login to the
SecSign ID Dashboard and select the individual user. The user overview
shows the restore code as well as the option to disable restoration for the
user and unpair individual devices.

Activate the Restore Function

Restore your ID

Restore your ID [on-premise]

Restore your ID [QR code]

Managing Restoration as
on-premise administrator

Deactivating your ID on a device

Duplicating your ID

Duplicating your ID [QR code]

» Follow the step-by-step illustrated tutorial



Use the SecSign ID Dashboard to copy the restoration code,
deactivate the restore function or delete devices
by unpairing the ID from the device.

iPhone (iPhone 6)
created: 2018-07-12
type: iPhone

o |

User statistic

SecSign ID:  johnd
User ID:

Restoration code: 123f4rds3

Priority code: abcdefgh

created: 2018-07-11
Number of frozen: 0
Last frozen

History:

Status

Status:
Status change: 2018-07-11

MacBook
e




Deactivating your ID on a device

Once you have successfully restored your ID on a new device, you should
immediately deactivate the ID on your lost or stolen device.

Select “Edit” for the ID you are managing. Navigate to “Devices” in the
menu and verify your identity. You can now access all devices on which

the ID is active and unpair it from the one you don’t have access to any
more.

Activate the Restore Function

Restore your ID

Restore your ID [on-premise]

Restore your ID [QR code]

Managing Restoration as
on-premise administrator

Deactivating your ID on a device

Duplicating your ID

Duplicating your ID [QR code]

» Follow the step-by-step illustrated tutorial



1 » Tap edit and select the ID you want to deactivate

SAccounts SNEdiLID on adevice. Select “Devices” in the menu.

PIN

Password

Touch ID or passcode

PIN + Touch ID or passcode 2

Passward - Tooeh D arpasscatiel ‘ < Back Devices n Verif\/ your Identlt\/

T — e and select the device you
Reuse Touch ID | T::”(phs)— want to deactivate the
Restoration settings o ID on.

Devices ‘

Create New Your ID can no longer be
Change Password used on that device.

New E-Mail Address If you want to reactivate a
device you have to restore

your ID on it first.

Disable SecSign ID
[ B

Introduction Portal




Duplicating your ID

With SecSign ID, you can use your ID on multiple different devices. For
example, you can access your ID on your smartphone and your tablet
device, such as an iPhone and an iPad, or an Android smartphone and
Android tablet.

To enable access to your ID from another device, you must first enable
the ID restoration function for your ID. To do this, you must use the device
where your ID is already configured and available in the SecSign ID app.

Please download the SecSign ID app on your second device, open the app,
and select “Restore ID” from the start screen. If you already have IDs active
in the app, select the “+” in the upper right corner and select “Restore ID".
Follow the steps for restoring your ID either in the cloud or on-premise from
this guide.

Activate the Restore Function
Restore your ID
Restore your ID [on-premise]
Restore your ID [QR code]
Managing Restoration as
on-premise administrator
Deactivating your ID on a device
Duplicating your ID
Duplicating your ID [QR code]



Duplicating your ID [QR Code]

With SecSign ID, you can use your ID on multiple different devices. For
example, you can access your ID on your smartphone and your tablet
device, such as an iPhone and an iPad, or an Android smartphone and
Android tablet.

To enable access to your ID from another device, you must first enable
the ID restoration function for your ID. To do this, you must use the device
where your ID is already configured and available in the SecSign ID app.

Please download the SecSign ID app on your second device, open the app,
and select QR code pairing from the start screen.

Have your first device ready to create the QR code.

Activate the Restore Function
Restore your ID
Restore your ID [on-premise]
Restore your ID [QR code]
Managing Restoration as
on-premise administrator
Deactivating your ID on a device
Duplicating your ID
Duplicating your ID [QR code]

» Follow the step-by-step illustrated tutorial



1 » Take your first device, navigate to restoration settings via
sl “Edit” and activate the Restoration (see chapter Activate).

JohnD

My secure online 1D

| 2 » When the restore code is
Gk displayed select
“show QR code”

Restoration activated for "JohnD",
‘ this is your recovery code:

ht7zqg63

Please write this code down and keep it
safe. You will need it to restore your
SecSign ID if you ever lose this device.

Back ShowQRCode Deactivate

»




3 » Your phone will now display the QR Code

< Back

Scan this QR code in the SecSign App on
another phone to restore this SecSign ID

4 » Take your new phone,

open the SecSign ID app
e and navigate to “More”.
Select “Start QR Code
Pairing” in the tab
“Advanced Options”.
P——— Scan the QR code from the
RereE ol ee old phone.

More

History
Start QR code pairing

Remote Logout

New Identity on other Server

@® About f
The App now automatically

starts the Restore Process.

About SecSign App

Privacy Policy

Terms and Conditions

O [
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